Winnebago Cooperative
Telecom Association

704 E. Main St. » Lake Mills, IA 50450 Phone: 641.592.6105 « Fax: 641.592.6102
E-Mail: wcta@wctatel.net

ﬁéceqlved & Inspected

FEB 152012
FCC Mail Room

February 6, 2012

Commision’s Secretary, Marlene H. Dortch
Office of the Secretary

Federal Communications Commission

445 12" St. SW, Suite TW-A325
Washington, DC 20554

RE: Certification of CPNI Filing (December 31, 2011)
EB-Docket No. 06-36

Dear Ms. Dortch:

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on
January 30, 2006, Winnebago Cooperative Telecom Association hereby files its most recent
certification regarding its compliance with the rules of the Federal Communications Commission
set forth in 47 C.F.R. Part 64, Subpart U.

If you have any questions, please feel free to contact me at 641-592-6105.

Sincerely,

Terry Wegener
General Manager/Executive Vice President

cc. Best Copy and Printing, Inc. — via FCC@BCPIWEB.COM
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Winnebago Cooperative Telecom Association FEB 152012
704 East Main Street i
Mail Room
Lake Mills, lowa 50450 Fec e

ANNUAL 47 C.F.R. § 64.2009(e) CPNI Certification
EB Docket No. 06-36
Annual 64.2009(e) CPNI Certification for 2011
Date: February 6, 2012

This filing is being made by Winnebago Cooperative Telecom Association as required
by 47 C.F.R. § 64.2009(e).

Companies covered by the attached Annual 47 C.F.R. § 64.2009(e) Certification (the
"Certification") include the parent and its wholly-owned or controlled subsidiaries which
are "carriers" (collectively, the "Company") as follows:

Company Name Form 499 Filer ID
Winnebago Cooperative Telecom 801903
Association

WCTA Wireless, Inc. N/A

Winnebago Transport Services, Inc. 801904

The board of directors and management of each of the above-listed companies are
identical. The officer who signed the Certification signed as an authorized officer and
agent of each of the above-listed companies. The Certification applies to and is filed on
behalf of each of the above-listed companies.

For purposes of the attached Accompanying Statement the above-listed companies are
also considered "affiliates" of the Company. Where appropriate or required, the

Company's CPNI policies apply to and may reference the Company and its affiliated
companies.

/
Terry We%&r 'f

General Manager/Executive Vice President

MFCC - USAC, etc\FCC CPNI 2011 filing doc es
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ANNUAL 47 C.F.R. § 64.2009(E) CPNI Cerftification
EB Docket 06-36 FEB 152012

FCC Mail Room
Annual 64.2009(e) CPNI Certification for 2011.

February 6, 2012

Name of Company covered by this certification: Winnebago Cooperative Telecom Association
Form 499 Filer ID: 801903

Name of signatory: Terry Wegener

Title of signatory: General Manager/Executive Vice President

|, Terry Wegener, certify that | am an officer of the company named above, and acting as an
agent of the company, that | have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission’s CPNI
rules. See 47 C.F.R. § 64.2001 et seq.

Attached to this certification, as Exhibit 1, is an accompanying statement explaining how the
company's procedures ensure that the company is in compliance with the requirements set forth
in section 64.2001 et seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a company
at either state commissions, the court system, or at the Commission against data brokers)
against data brokers in the past year. Companies must report on any information that they have
with respect to the processes pretexters are using to attempt to access CPNI, and what steps
companies are taking to protect CPNI.

The company has not received any customer complaints in the past year concerning the
unauthorized release of CPNI (number of customer complaints a company has received related
to unauthorized access to CPNI, or unauthorized disclosure of CPNI, broken down by category
or complaint, e.g., instances of improper access by employees, instances of improper disclosure
to individuals not authorized to receive the information, or instances of improprer access to
online information by individuals not authorized to view the information).

/tf"“z//f/&ﬁﬂw—m/

Terry Wedener
General ManagerfExecutwe Vice President

MAFCC - USAC, etc\FCC CPNI 2011 filing doc es



Winnebago Cooperative Telecom Association
704 East Main Street
Lake Mills, lowa 50450

Exhibit 1
Accompanying Statement

Winnebago Cooperative Telecom Association (“Company’”’) maintains the following operating procedures
to ensure compliance with the rules set forth in 47 C.F.R Part 64, Subpart U:

Section 64.2005 Use of customer proprietary network information without customer
approval.

(1) Any telecommunications carrier may use, disclose, or permit aceess to CPNI for the purpose of
providing or marketing service offerings among the categories of service (i.c., local, interexchange, and
CMRS) to which the customer already subscribes from the same carrier, withont customer approval.

(1) If a telecommunications carrier provides different categories of service, and a customer
subscribes to more than one category of service offered by the carrier, the carrier is permitted to share
CPNI among the carrier’s affiliated entities that provide a service offering to the costomer.

(2) If a telecommunications carrier provides different categories of service, bat a customer does
not subscribe to more than one offering by the carrier, the carrier is not permitted to share CPNI with its
affiliates, except as provided in §64.2007(b).

(b) A telecommunications catrier may not use. disclose, or permit access to CPNI to market to a
customer service offerings that are within a category of service to which the subscriber does not already
subscribe from that carrier, unless that carrier has customer approval to do so, except as described in
paragraph(c) of this section.

(1) A wireless provider may use, disclose, or permil access to CPNI derived from its provision of
CMRS, without customer approval, for the provision of CPE and information service(s). A wireline carrier
may use, disclose or permit access to CPNI derived from its provision of local exchange service or
interexchange service, without customer approval, for the provision of CPE and call answering, voice mail
or messaging, voice storage and retrieval services, fax store and forward, and protocol conversion.

(2) A telecommunications carrier may uot use, disclose, or permit access to CPNI to identify or
track customers that call competing service providers. For example, a local exchange carrier may not use
local service CPNI to track all customers that call local service competitors.

(c¢) A telecommunications carrier may use, disclose, or pernut access to CPNI, withont customer
approval, as described in this paragraph (c).

(1) A telecommunications carrier may use, disclose, or permit access to CPNI, without customer
approval, in its provision of inside wiring installation, maintenance, and repair services.

(2) CMRS providers may use, disclose, or permit access to CPNI for the purpose of conducting
research on the health effects of CMRS

(3) LECs, CMRS providers, and interconnected VolIP providers may use CPNI, without customer
approval, (o market services formerly known as adjunci-to-basic services, such as, but not limited to, speed





















The Company’s billing system generates a notification letter when any of the fields listed in Rule
64.2010(f) is created or changed. The Company innnediately mails out the notification to the address of
record (never a new address) when requived by Rule 64.2010(f). The content of the notification complies
witl the requirements of Rule 64.2010(f).

(g) Business Customer Exemption.  Telecommunications carriers may bind themselves
contractually to authentication regimes other than those described in this section for services they provide
to their business customer that have both a dedicated account representative and a contract that specifically
addresses the carriers’ protection of CPNL

The Company has confractual agreements in place with various business customers. The contracis
specifically address the carriers’ protection of the business customer’s CPNI in accordance with Rule
64.2010(g), including a dedicated account representafive.

Section 64.2011 Notification of customer proprietary network information security
breaches.

(a) A telecommunications carrier shall notify law enforcement of a breach of its customers’ CPNI
as provided in this section. The carrier shall not notify its customers or disclose the breach publicly,
whether voluntarily or under state or local law or these rules, until it has completed the process of notifying
law enforcement pursnant to paragraph (b).

(b) As soon as practicable, and in no event later than seven (7) business days, after reasonable
determination of the breach, the telecommunications carrier shall electronically notify (he United States
Secret Service (USSS) and the Federal Bureau of Investigation (FBI) throngh a central reporting facility.
The Commission will maintain a link to the reporting facility at hip://www.fee.gov/eb/cpni.

(1) Notwithstanding any state law to the confrary, the camier shall not notify customers or
disclose the breach to the public until 7 fall business days have passed after notification to the USSS and
the FBI except as provided in paragraphs (2) and (3).

(2) 1f the carrier believes that there is an extraordinarily urgent need to notify any class of affected
customers sooner than otherwise allowed under paragraph (1), in order to avoid immediate and irreparable
harm, it shall so indicate in its notification and may proceed to immediately notify its affected customers
only after consnltation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency’s request to minimize any adverse effects of such customer notification.

(3) If the relevant investigating agency determines that the public disclosure or notice to
customers would impede or compromise an ongoing or potential criminal investigation or national security,
such agency may direct the carrier not to so disclose or notify for an initial period of up to 30 days. Such
period may be extended by the agency as reasonable necessary In the judgment of the agency. If such
direction is given, the agency shall notify the carrier when it appears that public disclosure or notice to
affected customers will no langer impede or compromise a criminal mvestigation or national security. The
agency shall provide in writing its initial direction to the carrier, any subsequent extension, and any
notification that notice will no longer impede or compromise 2 criminal mvestigation or national security
and such writings shall be contemporancously logged on the same reporting facility that contains records of
notifications filed by carriers.

(c) Recordkeeping. All carriers shall maintain a record, electronically or in some other manner, of
any breaches discovered, notification made to the USSS and the FBI pursuant to paragraph (b), and
notification made to customers. The record must mclude, 1f available, dates of discovery and notification, a
delailed description of the CPNI that was the subject of the breach, and the circumstances of the breach.
Carriers shall retain the record for a minimum of 2 years.






